CHAPTER 16
SysLog Setup

16.1 Introduction

Syslog is a popular utility in Unix world. To monitor router activity, you can run
a Syslog Daemon to capture all activities from the router. This Daemon program

can run on a local PC or a remote one elsewhere on the Internet.

16.2 Configuration

1. Check the Enable box to enable syslog service.

2. Server IP Address: Specify an IP address to which all syslog messages will

be sent.

3. Destination Port: Specify a UDP port number to which the syslog server is

listening. The default value is 514.
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16.3 Example

Your Vigor router will send many types of syslog messages. Some examples of

the syslog messages with their individual format are shown as follows.
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An example of User Access log message:
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FireWallLog | VPN Log Wser decessLog | Call Log | WAN Log | Client | Local TCP Table | Locel I7DP Table |

Time | Host | Idesage LI
Jon 1 00:02:28 wigorZ200  Local User: 192.168.1.10 DHS -= ax tv.com ==
Jan 1 00:02:28 wisorZ200  Lowcal User: 192.168.1. 10 DNE -» ar tv.com
Jaw 1 00:02:28 wigoe2200  Local Tser: 192.168.1.10:154 3 -» 210.57.49.198:80 {TCF)Web
Jom 1 000228 wigouZB00  Locsl User L92.168,1,10:1544 -= 210,57 49,198:20 (TCT)Web
Jan 1 00:02:29 wigorZ200  Local User: 192.168.1.10:1545 -= 64.124.237.131 80 (TCF) Web
Jan 1 00:0229 wigniZ200  Local User 192.165.1.10:1540 -= 64.124 237,131 :80 (TCF) clos connection
Jan 1 00:0229 wigniZ200  Local Ueer 192.165.1.10:1545 -5 64.124 237,131 :80 (TCF) clos connection
Jan 1 00:02:20 wigor2200  Locel User: 192.168.1.10 DNZ -» gsery-cnet.zdnet.com
Jan 1 00:02:29 wigns2200  Local User 192.168.1.10 DNE -+ seerv-cnatzdnet.com
Jom 1 00:0229 wigoe2000  Local User: 192.168.1.10:1548 -= 64.124.237.1231 80 (TCP) Web
Jom 1 00:02:29 wigpi2200  Local User: 192.168.1.10:1549 -= 210,57 49.198:30 {TCF) Web
Jon 1 00:02:99 wigne2000  Local Ueer: 102.168.1.10:1550 -= 210.57.49 102:00 {TCT) Web
Jom 1 00:02:29 wigo:2200  Local User: 192.168.1.10:1551 -= 64.124.237.121 80 (TCP) Web
Jam 1 00:02:29 wigorZ200  Local User: 192.168.1.10:1552 -= 64,124 237,131 80 (TCFYWeb

Jan 1 00:02:20 vxgorZZDD Local User 192.162.1.10:1553 - >64 124 23? 121480 (TCPYWeb -
4| 1 »
[Ramnning... [18:25:41

An example of WAN log message to record the status of VPN/IPSec tunnel:
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Firo Wall Log | VEN Log | User ftccomsLog | CellLog WAN Loz | Cliont | Local TCF Table | Local UDE Table

Tirne | Hast | Meozage A
ooy 24 142217 wiger2200 ISEDN deto coll ot Bl chonnel - disconmected , no 40T
Bfay 24 142212 wigee@200 IZDN data call at Bl channel - connected
Telooy 24 11:48:32  wizoe2200 TSDN data call at Bl channel - discormected , no A00C
befay 24 114830 wigoe2200 TSDN data call at Bl channel - conmected
beday 24 11:48:549  wvizocdE00 IEDH data call at B1 channel - dialn e
Lefar 24 11:48:25  wizox2200 IR0 data call at Bl channel - disconnected , no ACHC
Fefoor 24 11:40:22  wigoeE200 IEDH dots coll ot B1 chonnel - connected
Bfay 24 114891 weigne2200 TQT‘IN .-191;. r‘n“ at FH r‘-hnnnn] - r‘w]m,o‘
Tlay 24 11:48:14  izoc2200 ISDN data ca]l at Ell c:ha]mel 5 coml&cted
Mayad 1142012 wigogd0l 1D dats call st B channel - dialing
Doy 24 114809 wigooZZ00 IEDIT data call at B1 channel - discormected , no A0
Pedoy 24 11:48:06 wizox2200 IZDH data coll at Bl channel - conmected
Ffayw 24 114805 wigne2200 TS0 data call at Bl ehannel - dialine
Ma‘:,r 24 114802 wizoed200 ISDN data ca]l at Ell c:ha]mel d].s-:onnected no ADC P
< | >
Funning... 15:51:58
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An example of VPN (IPSec) log message to record the status of the VPN/IPSec tunnel.
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Fie WallLog  ¥PN Log |User .."&ccessLDgI Call Logl WAN L—ogl Client I Lacal TCP Table I Local TDP Table I

Time | Host | Me N
Maw 24 175516 Wigor st ME2, ISAKMP 54 established
| Maw 24 17:55:16  Wigor IPsec 34 extablished
] May 24 175734 Vigor zent MBS, ISAKME 24 establizhed
Moy 24 175734 Wigor TPsec 34 established
May 24 17:59:30  ¥ieor sent MR, IBAEMP 54 established
Bay 24 17:59:30  Wigor IPsec B4 established
] Moy 24 18:04:10  Vizor st ME3, ISAKME 84 established
I Bea 24 18:04:10  Vigor IPsec B4 established
| Maw 24 18:05:10  Wigor st MEZ, INAKME 4 ectablizhed
1 ey 24 120510 Vigor IPsec B4 established
Maw 24 18:06:51  Wisnr sent MR, ISAKMP B4 established
1 Moy 24 18:06:51  Vizor TPsec 34 established
1 Bay 24 18:07:33  Wigor zent MR, ISAKMP 34 established
i Maw 24 180733 WVigor TPzec 34 established
a1 00:00:04 Figor zent MEZ, IRAEME 34 establizhed -
4| | ’
Ruming... [18:33.29




