SysLog Setup

Introduction

Syslog is a popular utility in Unix world. For monitoring router activity, you can run a Syslog
Daemon which will capture the activity output from the router. This Daemon program can
run on a local PC or a remote one elsehwhere on the Internet.

Configuration

Check the Enable box to enable syslog service.
Server IP Address: The IP address which syslog message can be sent to.
Destination Port: The UDP port number which the syslog server is listening. The default

value is 514.

Syslog Access Setup

[T Enable

Server IP Address |

Destination Port 514

Cancel | Clear | Ok

Your Vigor router sends many types of syslog messages. Some examples of the
syslog messages with their message format are shown next:




Example of User Access log message:
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FireWell Log | YEN Log User AccessLog | CallLog | WAN Log | Client | Local TCP Table | Local UDE Table |

Time | Host | Mesmge ;I
Jan 1 00:02:28 wigor2200  Local User: 192.168.1.10 DHE -+ a.xtv.com JI== |
Jom 1 00:02:28 wigor2200 Local Teer: 192.168.1.10 DNE -= artvcom
Jan 1 00:02:38 wigor2200  Local User: 192.168.1.10:1542 -» 210,57 49.193:80 {TCP) Web
Jan 1 00:02:28 wigor2200  Local User: 192.168.1.10:1544 -» 210.57.49.193:80 ({TCP) Web
Jan 1 00:02:39 wignr2200  Local User: 1921681 10:1545 -= 64 124 237 13180 (TCF Weh
Jan 1 00:02:29 wigor2200  Local User: 192.168.1.10:1540 -= 64,124 23713180 (TCP) close connection
Jan 1 00:02:29 wigor2200  Local User: 192.168.1.10:1545 -= 64,124 23713180 (TCP) close connection
Jam 1 00:02:29 wigor2200  Local Ueer: 192.168.1.10 DNE -= gmrv-cnetzdnet.com
Jam 1 00:02:29 wigor2200  Local Teer: 192.168.1.10 DNE -» gmrv-cnet zdnet.com
Jan 1 00:02:39 wigne2200  Local User: 1921681 10:1548 -= 64 124 237 13180 (TCF Weh
Jan 1 00:02:29 wigor2200  Local User: 192.168.1.10:1549 -» 210.57.49.192:80 {TCP) Web
Jan 1 00:02:39 wigor2200  Local User: 192.168.1.10:1550 -» 210,57 49.193:80 {TCP) Web
Jan 1 00:02:29 wigor2200  Local User: 192.168.1.10:1551 -= 64,124 23713180 (TCF)Web
Jan 1 00:02:29 wigor2200  Local User: 192.168.1.10:1552 -= 64 124 23713180 (TCF) Web
Jan 1 00:02:39 wigne2200  Local User: 1921681 10:1553 -= 64 124 237 13180 (TCF Weh -
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Funning... 18:25:41

Example of WAN log message while using ISDN connection:

& DrayTekSyslog

aARs @

LAN Statuz

1]

TX Packets

VAN Satnz

Ay

BX Packets

0

ﬂ GV IP Addr TE Packets
I

IF Address R Packets
]

FireWsll Log | VPN Log | User AccessLog | CellLog WAN Log | Client | Local TCP Table | Locsl UDF Table |

RX Rate

Tirme | Host | Mesmge -~
blary 24 14:32:17  wigor2200 IZDN data call at Bl channel - dissonnected , no A00C
blaw 24 14:22:13 wigor2200 ISDM data call at Bl channel - comnected
blaw 24 11:48:33  wipor2200 ISDH data call at Bl channel - disconnected , no A00C
blary 24 11:48:30  wigor2300 IZDN data call at Bl channel - connected
blaw 24 11:48:29  wigpe2200 ISDH data call at Bl channel - dialing
bdaw 24 11:48:25 ISDH data call at Bl channel - dissonnected , no £00C
oy 24 11:48:22 IZDN data call at Bl channel - connected
e 24 11:48:21 ISDN data call at Bl channel - dialing
by 24 11:48:17 SN data call at Bl channel - disconnected , no 800C
oy 24 11:48:14 IZDN data call at Bl channel - connected
ey 24 11:48:13 ISDN dade call at Bl channel - dialing
bdaw 24 11:48:09 IZDH data call at Bl channel - dissonnected , no £00C
oy 24 11:48:06 IZDN data call at Bl channel - connected
e 24 11:48:05 ISDN dade call at Bl channel - dialing
bdaw 24 11:48:02 ISDN data call at Bl channel - disconnected , no & 0C s
< >
Eunning. .. 15:51:58




Example of VPN (IPSec) log message while the VPN/IPSec tunnel is being used:
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FieWall Log 7PN Log | User AecessLog | Call Log | WAN Log | Client | Local TCE Tsble | Locsl UDF Table |

Time | Host | IMemage Al
bay 24 17:55:16  Vigor sent MES, [SAKMP B4 established
! Marr 24 17:55:16  Vigor IPsec 34 estahlished
] ba 24 17:57:34  Wigor sent MES, [SAKMP B4 established
] Pfarr 24 17:57:34  Visor [Psec 34 established
ba 24 17:59:30  Wigor sent MES, [SAKMP B4 established
Pfarr 24 17:59:30  Visor [Psec 34 established
] bay 24 18:04:10  ¥igor sent ME32, [SAKMP B4 established
I b 24 18:04:10  Vigor IPsec B4 established
| bay 24 18:05:10  Wigor sent ME32, [SAKMP B4 established
b 24 18:05:10  Wigor IPsec B4 established
| bay 24 18:08:51  Wigor sent ME32, [SAKMP B4 established
] Mfarr 24 18:06:51  Vigor IPsec 34 established
i bMay 24 18:07:32  Vigor sent ME32, [SAKMP 24 established
: Marr 24 18:07:33 Vigor IPsec 34 established
Tan 1 00:00:04 Vigor sent ME32, [SAKMP 24 established -
4] | 3
PFunming... 18:33:29




